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Tnordwualiiuinsgiu (Standard) wuUfoR (Guideline) dunoutfitd (Procedure) liiasoumay
funsinmanuiuasUaendsvessyuumaluladansaumanazdestusonnaiuingg
. INQUsaen
b.o MidaiulsuisuazuurlfoRnisinumutiunsaondovesszuumeluladasaume
ioliAnaudediuuagiauiuasasadolunisldsussuumalulada saumanaz
\AT0UIEARUNIADIVBIDIANT YNlualiuaulaegeliuse@nsamuas Usyansua
blo AMMUATEULIAYEINTUTMITANIAIuAsUaoafuss UumAlulada sauma §1989m
1ASIU HA Lagiinsusuusedisdeliles
.o ulsvsuazuumeUfidas o shnsmeunslidninfnnseduluesdnsldfunsuuey
WhiinnauasdesatunuseniuiarUthmuulsvieiediuadanin
b oMNUANINTHIULUIMIUFTRTRGUIMS 18wt il fouassuuuazyaranisuen
TR URadng mszniinfemudAnuosssnuanusiunsasnselunisldszu
walulagansaumavededans lunsaniunuwasuiRnueg1aninse

LY 14

b.¢ WlgvigkazkImUiRlnedinsaniunInsdeularUsiliuuleuienussegiian

28791198 ® ASIABY

o. Wlsunedneanusiuaslasndeluszuumaluladasaume Tssneunatingu
mo lsmeuiauduauuazatuayusnumauiuacaenselussvumelulaBasauine
TinavaussnonusnaLasuleuI8Y8989ANS
oo Tsangnuiatnduiiuthiisife seiu ineudniuiounadlnenuanumanyay wind
n1sazliansedlusefouu)Ua Tunsaldrfyaulssiuaunin gnseansuasansaune
namsunmg seeumsiEuliruditanselsmenuiaiiofiansanadiny
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m.on TssmguathBuatuayuliszuumaluladansaumaiinnugndesauysal wasnioulde
aR[GHG!

on.e ‘LNWmmaﬂfwﬁuaﬁuawmi%’ﬂmmmﬂaamﬁaﬁuwﬁa;ﬂammzlﬁauﬂﬁﬁ’a wionsuntlas
wazinwiteyamnuduvedldiar vayanUlgegaasansn

. BIAUTENBUVBUININUGUR
<. ALY
<o NMsSnwAuTuAIUaAfENIIMEATILE BIInaey
<m mi%’ﬂmmmﬁ’umﬂaaﬂﬁwaqmsmmmmn%’wﬁwsw
<.« Mssnwmuiuntasnstveaietnonasiniosnouianesusieng
<& Mssnmanuiuatlasnssvenaietnglsas
<5 MsShweusunslasnsovedingioad
<o MsSnweusuasUaensitvesdiua
<.@ Mssnwnuiuntaonsevasdumesiin
<.« Mi¥nwmiunasafovesmanyatunisyngn
@.®0 mmﬁumﬂaamﬁasuaqmﬁé"ﬁaa%’azga
<00 MIFANURsETnlUEaINsSnEPLTuRIUaen o UENSaULmNA

ulsurs¥nwinutiuaslasadelussuuinaluladarsaume udazdruiindindasu
avUsznausieg JngUseasd (Objective) w9 Us (Guideline) LLax%umauﬁﬁﬂﬁﬁﬂﬁﬁﬁ (Procedure)
Tunsdnwimiuiunslasndeszuumaluladansaumavedasdns ieflagsinlvieednsiuninis
TumssnwmnsiuasUaendeszuumaluladansaumneeglusziviivasnds Hroanemidonesens
fufununindauyamnsvesesans viliannsadiusnldegisiuasasnds uleuionisidldey
svumalulaBansauinaveteadnst daduanasgruduanutaenselunisldmnussuumalulas
ATAUATEIIANT Judmihflvesesdnsuazmireaunieuen aedeslfuRniuetuasinde
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Andleny
Afenunldluuleunsil Ussnausme
RUSAUTY Y Mneila {le1undinisnulaseasensumsvedlsameuiaingy

v v
v

Husnsinaluladasaumaseaugs (Chief Information Officer : CIO) nangfie §H&1U19
Tudumalulafasaunaedsmenuaiuddunummiiuazenuiuiaveulu dauvesnisivun
Wlguny 1nsgIunITAIvAN auanisidnussuumalulagansaumnea

NUUTEAUFUAIN gNSAEATILATaITAUMANIINITUWNEG el audialulagaisaumne
Fadunirgawiliuinissumaluladansauma Tia1U3nw Waun Y3udss drgednussuy
poufmsuaiafetemelulame ety

WINNUUSEAUGUAIN ENSAEATLAZAITAUMANINITUNNY nneds JUsAuTnvIgedn
TumsuimsdanisssvumaluladansaumaveslsimeiviaiBusazdisnadadula Reafuszuy
ansaumanelulsaveuatindu

ms¥nwianusiunslasade mnes n1sfnwiauiuasUasnfedmiussuuinalulad
ansaumAvaslsme At By

1AsgU (Standard) mnefs vssiiaguitsdulflunisufiRnisessadelldmuinguszasd
vsordmney

$unaun1sURUR (Procedure) munefls swambeniivenduneuiudeq Afesdunuios
Wielilsngannsgrudldimunlinuinguszasd

WuMURUR (Guideline) yanefis wumailaildisfUlFURTR uduugailvfoRng dels
ansnsnussamangldiedy

gldau vanede yarafildsuouann (Authorized user) Tansnsawildauuimvdeguainw

v o

szuuwalulagansaunavedadans tnelavsuasnindusgivunum (role) Felsanguiatdunvun

139l

« JUIMIS Munete gRUTsiusEaugavedlsaneuadigu Wy ge1uienns

Y U

Tsanguaungu seadewienisisaneua siaviin iminguat Wusiu

L4

+  {uas¥uy (System  Administrator)  wanefie LWmTARlATuLBUNINNERN

YY)

Fafu gy ianimiuiaseulunisguassuunsuiiwmesuaziasotienauiiames

b e

Fsaunsnitdslusunsuneuinmesuioteyadu tlen1sinnisinietionesfiumesle
wiu UyAldszuumeuiinmes (User Account) wiseUny@lusudlddidnnseiind (Email
Account) tHudu

- Wwthil waneds $rs1enns andeUsedn winausIvNIs Qﬂﬁ’la%’min wazkinii
UszalATen196nge yadlsangunati
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« MisauAIBuen Mneds asdnvievhenuntsuenilswe unatidy eyl
favslunisindayldanutoyansensngausineg veamheau laeaelasuansluns
Tszuumusunavihiuasfesiuiinveulunmssnvmiuduesteya

Hoyanouiiomed vuneds Jeya Teau dAds yadds viededula ussiiegluszuy
reufinnesluanmiissuuneufinmes enauszananald uarlvivuneanusiudedoyadidnnseiind
AN MINEIEgINTINBLEnVseTing

snsaune (Information) s deifiaateiildaindeyadmnsiunisuszatana nsdn
suleulidoyatorsegluguresiniay deam vienwnswliin Thduszuuiigldannsadilaldig
wazanunsalUldusslenilunisusms mnewnn nsindulauasdun

szuunBNAames el gunsalvideyngunsnivesreniameideonnsiemudiseiu Tned
nsivuamds gadids viedsdule waznumsfiRnuligunsaivieyngunsalvimiif Ussuiawa
Toyalagsnluilf

szUUASaY (Network System) wanefs szuvfianansaldlunisindedeansvizensdadoya
LAz asaUmNATYIINgsTUUIMALUTAD aNTaUIMARI9Y) Y0989ANTLA 1 SyUULaU (LAN) S¥UUdunsin
(Intranet) szuudumasiin 1Wusiu

szuunau (LAN) wazszuusumsnin (Intranet) vanedis svuuiasetnedidnnsedindiidousie
sruunNfinneiieg aelunirsnudimedu \ueIediefiyaussasdiiionisindodonns

wanidgudayaiazarsaumanielumiieny

[
A

szuudumesida (Internet) wuNedl szULLAIDYIBBLANNIBANENLTDNADSEUULATOUNY
AeNfiamesaee vemthenudniuaietedumedidarilan
szuutnalulagansaund (Information Technology System) #u18ds SEUUINU
gownhenufiinennalulaBansaumassuupsufinges wagseuuesetietislunisadsansaume
fntheauanansadanldsglenilunsnnsun nsuims msaduayy mslivims nnstauines
muANNNTARReADaNT ellosAUseneu WU svuuAsNfiaees ssuuintetie Tsunsy deya waz
ansaund 1 udu
Auilderuszuumaluladansaumanaznisaeans (Information System Workspace)
el fufivheauoygelitnisldoussuumallafasaune Tnsuvady
. fufivineuialy (General working area) e NufiiadaaIosneufiames
druyana wagaouiumesnnnTiUsz S lfviau
« flufivineruveagiguaseuu (System administrator area) yaneds fufiRassgunsal
szuuwaluladansaumansoszuuaseune (IT equipment or network area)
.+ fufidafiudeyanoufinnes (Data storage area) suneis Huilldsussuuiaietne

15a18 (Wireless LAN coverage area)



wlsughazwnluiinisshwenudunwasndevesssuumaluladansaume lsaneuatdy

Wivasdaya nunedis glasuneaudiuiangiadudyunlviiuinveuteyavasssuuaulag
estoyadufsuinveudeyatiug vieldsunanssnulanssmndeyamaduiagyme

anSvasffldarn vuneds Ansiald Ansdumig avifitay uazdnsdulaiieidostuszuy
wAlulagansaume

gunind nunods deya szuudeya uaznindaudumaluladarsaumanaznisdoans
Yooy 1y gunsaisyuuIATetny sevsdiaftavaviiludu

n1sidfansaaluAuN1sIdeuaIsaUmA vuneiie n13aYYIN N1siMuAdnErIen1TUeY
srunaligldon i dwdolinueietioniessuuamsaunea somadidnnsednduasnisnisnim s
sy dIvMIUYARaNIEUeN

Anudiunsaeafefuasauma mnofis n13815913%smmd (Confidentiality) A1ugnéos
ASUNIU (Integrity) wazan mwsaulya1u (availability) vesasauna ﬁqﬁiwﬁmmamﬁ’mué’mmm
gNABILNATI (Authenticity) AUSURA (Accountability) N1svuUfiasAusuia (Non-repudiation)
wazANUdede (Reliability)

wn1salfuAlNtuAUaBAAY (information security event) mnefia nsdiiszynisiin
wgn15el anmvaanisuinisnieinietieinandliiiunuduldldieziinnisdilu uleuviefiy
mnwsiuasUaende Eeannsnstiostuiiduman viewmnmsaisulienailiinerafsadesiuamiiung
Uaensy

aarunisalguauiuasUasndefilifsseaednioliananiada (Information security
incident) vsnefis anunnsaliuauiunsUaendefilifisUszasavielienaninfia (Unwanted or
unexpected) FsonavilviszULveIRIAnIgNUNINVIeland uazmuiunsasafagnanem

aavsnediannsaiing (Email) vaneds svuuiiyanaldlunisivdsteniuseniniu lagsiu
\desnpuiinnoiuaziadetefidenlssiatu Joyafiduziduldiafadnes amdis  amnswiiin
amiadoulin uazides faseunsndsinasludaFuaufvdevaroauils snsguiililunisiuds
ﬁﬁaga%ﬁmﬁlé’m SMTP, POPm wae IMAP 1us

sWaRw (Password) el Mdnvaiesnusznsemian Altiduedeailelunsniieasy
fusushynna WilemusumsindsdeyauazszuudoyalunisinumansiuasUasndovestoyauas sy
walulagansaume
yaddalsiiaszasd minofle yamdsiinavilinesiiumes viessuunsuimes nieynmds

A a = ° = = a a v v a a wa 1 o @
DULNAAIMULAY Y Qﬂ'i/na']ﬁ QﬂLLmTLﬂaSULLUﬁﬂﬁﬁaL‘WNLG]@J 6UWSUaﬂﬂﬁaﬂaUmﬁqulﬂmiﬂﬁqmﬂqﬁﬁ
A vuald
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nuaaUiansihmanuiiuasUasaienisiumenimuazdaandon
(Physical and Environment Security)

0. IgUTLEA

dafmuadumasnislunismvauuazdesiunisinumiusiuasasaded therdestunis
dlduntensindsiuildnussuumaluladansauma lasfinnsanauaiudfyvesgunsaiszuy
welulaBasaumauazdoya Sadunindauiifiduarerasidufessnmaiudu lnsunsnistasing
taduldrugldunsuarmisaunieuen dsfldmiiende srunsldaussuumealuladansaumeaveq
P LINR]

. LU iansineanusiuaslasndenisiiunienmiasawindas

Lo WUUsziuguaIW gnsatansiazasaunann1swnng ugimuaiuiglduinis

e
Do e

NUN TN UTZUUNALULA AN TAUNALATALIY AL IAVIN N UNILAAIALAUIVDINUNLT U

D

(%
Y

wazUszmalisunsiuinu Tnenisivuaiufidsnanuiseanlidu iuiivieu Auifag
wazdmAvaunsalszuumaluladasaumansoszuuiniedie Nunldiussuuniediy
15ane \Jusiu

[ '
A ]

b.lo WuUsziuguam ensaanswazansaunanenisunmd Wudivundvslunisidanud
Tdauszuumeluladansauine

.o HUUTEAUGUAIN gNSAERTILAZENTAUNANNAITUNNE MNUANINTNITAIUANNITIAN -
oon fuflinuszuumeluladansaumna

b. Mhossrumegueniiieiesneuiianes viogunsaiflilumsufiRsuszuuiedetignielu
ey rdesastuiinlunuunesunisveeugalfuiiesneufiunesviegunsal uwas

LY YY)

Aol mihnnlasuteuninganydsAudyrasny
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wuINNUHURN1TTNEIANNTUAIUARAfBURINITAIUANNISITIANTEUY
(Access Control Policy)
0. IgUTLEA
OMMLANINTNISAIUANNSIIASTEUUMAlUla g saunAToInieay kagleatun1synsn
HIUSEUULATUIEINEUNTN YSenlUsuNTNUSEaAT1e (Malware) Mazasisanudsmeundaya

L4

WIBNITVINUYBITEUUANSaUWIAkar se U o8 lvingavein s1uvslianunsansiaeuinnuiiga

'
Y =

FuAAa MTTNUTBUUATAUNALAE SEUUATOUNE Yaamhsnuliaggnies

. uumsUfoRlumsnuaunndhissuumalulagansaumavadlsmeuiatibu
©.0 N13AUANNSITNRISEULIMALUlAEASEUINA
vo.o lmeuiathiuimuauasnismuaunsdildnussuumeluladansauma
v9anthgsutiioguasnuviauvasads laefiyanaainviiesu nuiieey
aeuen AFesn1sanslunmadildaussuumaluladasaumaveaniigau
szfivsvonuy Induatednvaldnysneiiniinulssduguain ansamansuay
ANTAUNANNITULINNEY
b.olo HALATTUU (System Administrator) fieefnuaansnisiditadeya lagseuy
Foyalmmunzauiunsdldnuvesfldanussuy uagnihnausviaveutes
Ftid lunsufifeuneudildssuumelulatansaumna sastadinisnumuy
avnisiinfeeesaiiane
bo.m Houaszuumsinliinsfndsssuuiufinuagfamunisldoussuumalulad
ASAUYIATEIIBI LA TIIMTINsaTEinnaaenf o iTirossuLTeya
v.o.c fouaszuudesialiiinnstuiinseazBennisidifsszuu nmsuily Wasuudas
A15R19 LLazmﬁr;JmLS’zh—aaﬂﬁmuﬁ&gwaasxwﬁuaaﬂgqﬁﬁlﬁ%’uau@muaﬂaﬂé’%
oy tite Jundngnilumsnsiasey
B0 MIUTMTTANINsIdINszUUImMAlulagasaunea
bl.o fauasruudosimuansamedeuyaainslviveslsaneiatindy fvueli

(%

fiduneuuifedrudumensiielidanssne Tunsldaumuanudndusmi

[
Y

TunouluRdmsunIseniandnsnisldau wu n1satean wIen1sUAsUAIRIALY
Nunelumhenu Wusy

bl Fauaszuuisstmuanisidaussvumaluladaisaumandfay Wy seuy

s

AouTwaslusunsuUssend (Application) anvunedianynseiind (E-mail) szuu
ww3avnel$any (Wireless LAN) szuudumasiin (Internet) 1uau lnsdaslians
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wznsUfdaculundivazfeladvainuiurevaingdeduiys
Huaednuaidnes muvademumnunadingn egaiiaue
oo fguasruufesuimsdnmsavsnisldnussuuuassiariuvesyeains duieluidl

loo.m.0 MvLANSWATLLUAIAE MsENENTHARL (Password) Lﬁlaﬁﬂ“i’fﬂﬂuSBUU
a1een MTeNUANAMUL IBenLENNTSY

olo.mlo dupusiauiiaslRiuglduinisseisnnsiivasads amsvanides
nsltyanadumsensdenmnedidnnsedind (E-mai) #lsifinnsdeadu
Tu Msdesvianu

oo AMITIIMUAWLIGUTN1IRRUEUTUNSIATUTHaR Y

boac AAMUAlEIguldduiinniefvsraiulilussuupeufinmes
Tusuuvuilailsteatunisidnga

o0& Avundefldviesiagldnudaslisniy

£ I

blo.as unsaianudndudedidnsiauiugldanuniansgean gldanunu

Y
= o

szAaslasunuiureukazeylRangdidulaen Taefin1sivun

o

e

4‘ A ¥

szgzliaMslidnunaysyiunsidauiui Wenusseziafna1Ivises
nduvie waziinsdmundvsiaeilasuindiddafesssulalatig
wagaesimualrsiagldanusiansiagldanunuung
bl fauaszuufosuimsdansnindiiedeyamulssanduanudu Tunsaauau

nsidnfsdoyaudazUszianduanudu fenisididelagnssuaznisidife

ruszUUIY AN svhanedoyautarUssavduaudy dwielud

blo.c.o fosmuaunainisloyauiasUssnntuaudy fenadiidasnssuay
NSNDIRINTEULY

oo.lo #RaimMUATIBTOLLY (Username) uazssiasinu (Password) tieldlunns
n3deUinuasowlideyaluutardumiuiuvestoya

blo.cn mitmuaszsznansldnuiarssfuansldnuiui Wevuszeznan
AINAT

bl N195VATBYATIAYNIUTEUULATEYIEAITITME AITLATUNISIINTHEA
(Encryption) Musnasgiuaina iy SSL VPN v XML Encryption
Dudu

[y

b.lo.c.& AITHIMRUANTIUAYUTHANIY AIUTLEZIATNAINRUAYBITLAUAIIUEIALY

o

ULNIRHE
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blo.c MITMUALIMINNTINvIANLTuAsUasadevesteya lunsdlfiiuades
rewfiumoSopnuaniufivewiiinu 1wy dusdosneufiunoslunsivden
msdsesuazauteyail ifvegludetufindeu Wudu
©.o0 NIAVANNTLLINTTUUUHUANS
oo Fuimsfesimundodlduarsfamiulunsdildeussuuujtinisveunios
ADLILADTUBINUILIY
o.anlo Gliuinslimseugalidulidedld wassianuvosnuy Tunsidldanunios
ADUNNBIVBINUILIIUTINU
oo GlUTNIMsRensldulsunsunueuniiee ievhnisdeentihaenin e
lifinsldou sdndudodosnisldnuglivinsdedlasiain o1y
o.o.c {AUINNIAITT Logout ufideidnldsundeliogfimthaeidunaiuiy
NN @ Y.
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nuameaUiinsihanuiiuasuasnsisveanietisuaziniesnauiane fusivng
(Network and Server Policy)
0. InUITEA
ieteligldusnslasunsiamhiluazanuiuiineulumsldszuuneufinmes uavszuy
wA3etne Tuiwhaudilanaenauufiinig iedunistestuninensuazdoyavesmiaesy
Widanudu anugnasawaziianunseldnuegiaue

0. wwanaiialunsldnueiotisuazietasrouiiamasuivnelsmeuiaiitu

ftumnasnIsauUaenSuvedaietauasaiosroNfiamesusite (Server) fil

b.o HALATZUU ABILUITZUUIATBVIEAINNGUVDIUINITAITAUNA NGuUYBIRLTIY 1Y
Twunielu (ntemal Zone) lwunneuen (Exteral Zone) 1udhy Lilelannsanlugu
Yestunisyngnlaegraduszuy

bl Flivinsaziuaiosneufiamesuazgunsaiuiiendefuiniesnenfiaine suas sz
SRV IMUIBY FaslaTuaunInINEUSIsIAluladasAUWATE AUgs YSeTIni
NUUTZAUAUAIN ENEAIERSUAT A TALMANIINITUNNES wazdesUfTRmuuloutei
lneLAsAsn

o.on N3v0aUY W LALT Web Server uazdolauuges (Sub Domain Name) fiviiagay
Sulinveued Azewivtideveaug NABLUSINTIMALUlaTENTAUNATEAUEY T8RN
UUTEAUAUNIN BNSANARTUAY ANTALNANINITUNNG wazazdaslifaralusunsulag
fidanansznudensnszviwesszuLLazfliuinsdue

.« Thuglansginsindoudns Aasaiudivieriinislag degunsaidiunans 1dud gunssi
n 1dumns (Router) gunsalnszaedyanidoya (Switch) gunsaififensiefuszuy

1 [

wisenenan lnglulasusuainaindauaseuu (System Administrator)
b€  HuaTruudesniuaunsiiifssuuiaIedie tileuinisinnisszuuinIedie

I¢ipeaiiuszavisam duioluil

b.&.0 SsMsdinaEnsldnuiemuquglduinisliannsaldon wmzssuuedete
flFsuaugnawitu fsnmshdadumanadndssuuedetefifingldnuei

b.&lo fosimualiiiBiiiodAanslfidumauuiaiotisaniaiesreuimesludunies
ponfiumesuside Welsligldusmsaansaldidumadun

b.da sTUUATIT T munTemsnuiinsdeuselufisruuedetisBug aeuen
mirsarunisideudeiugunsnitiostunisyngn sausafosdinmatunsalunis

n5793UlUsHNSUUSEEIRsE (Malware) fae
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b TrUUATeTefosindesruunTI9TUNITYNIN (Intrusion  Prevention  System/
Intrusion  Detection System) ~ ilens29aounisldsuesyanaiitildnussuy
iesovevemmhsnuludnuasiiinung

b.&.& Midgizuuniotienglumhenu lnenuniessuudunesidndndudedinig
ufinidh (Login) uazdesiinsfigatiBuduse (Authentication) LilensIaaounIy
gndesvegliusnig

o.&.5 laviiegled (P Address) meluvesszuuieiorionmeluresmiieau dudusesdinng
Joafuiilivihsuneuenildeusioauisanoaiils

b.&o FosdniunuiasruATatie (Network Diagram) 33isiwayidenieaturouian
vesszvuiniedisnielulazindedisnisuenuazgunaiiieg wieuniuiuuss
Tidulagiuegiaue

o.&.a nsliintesilere ensnaaeuszuuiaietns mslasunisoylifangguaszuy
wazdriansldaannzinis iy

b&s  {RuATEUUABIUIMIAIUALLAToIADNTIABSILIYE (Server)  LazTuRnvey
Tun1squaszuuneufinnesuivng lunisimuaudloniodouudasensingg
YDIWONALIS FZUU (Systems Software)

o5 lmeguiathiuimuauasnismuaunsiadiudoyasamiseeufinnes (Log) il
ToYAITIVINNABUNUADT (Log) TAugNARILaLaInITaTEUAFIuARALl MULUINS
Fsteluil
o.5.0 Fniudeyarsasmeneniinnes (Log) ludeiudeyaianunsadnwinnuasudou

gnfea WS wazszysyanaiiirdedodenanld wazdeyaiililunsdafiv
dostmunduadulunisidfeioya wedauaszuulaléuoygyrlunisudle
foya MAvsnwld oniudnsrnasuszvumaluladansaumavosviasay (IT
Auditor) yi3eyARATINLIBNUNE U

.ol AvualiiinIsiuiinnsinuvessruuiuiinnisuiRanuvegldanu (Application
Logs) wazdufinsgazidunvasszuudesiunisungn 1w Juiinnisidn-eanssuy
Juiinnisnergaidngssuuduiinnisldey Command Line ua Firewall Log
Judu ieuszlemnilunislinseaey wazdeafutiufindinanliegelios o Ju
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